Social Media Security Policy

Purpose: This policy outlines measures to prevent unauthorized access and protect
personal information on social media platforms.

1. Strong Passwords

Action: Use unique, complex passwords for each social media account.

Example: Instead of using "password123" or "johnsmith", use a password like

T! r3y@K9q@#x1.

Why: Simple passwords can be easily guessed or cracked. A strong password
combines uppercase and lowercase letters, numbers, and special characters. Avoid
using the same password across multiple platforms to reduce risk if one account is
compromised.

2. Enable Two-Factor Authentication (2FA)

Action: Always enable 2FA for an added layer of security on all accounts.
Example: Platforms like Facebook, Twitter, and Instagram offer 2FA via SMS or
authentication apps (e.g., Google Authenticator or Authy).

Why: Even if someone gets hold of your password, they will still need the second
factor (usually a temporary code sent to your phone) to access your account.

3. Be Cautious with Personal Information

Action: Avoid sharing sensitive personal information (e.g., full address, financial
details) on social media.

Example: Refrain from posting your full birthdate, home address, or credit card
details.

Why: Publicly available personal information can be used to steal your identity or
commit fraud. Always set privacy settings to limit who can view your posts and
details.

4. Beware of Phishing Scams

Action: Do not click on suspicious links or attachments, even if they appear to come
from trusted sources.

Example: If you receive a message from someone claiming to be from your bank
asking you to log in through a link, don't click it. Instead, type the bank’s URL directly
into your browser.
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e Why: Phishing attacks often use fake links or messages that look like legitimate

requests but aim to steal your login details. Always verify messages from unknown
contacts before clicking any link or opening attachments.

5. Regular Monitoring

Action: Regularly check your social media account activity for any signs of
unauthorized access.

Example: Facebook and Twitter provide a "recent activity" log that shows where and
when your account was accessed.

Why: Monitoring helps identify any suspicious activity early, such as login attempts
from unfamiliar locations or devices, enabling you to act quickly (e.g., changing
passwords, reporting the breach).

6. Logout from Shared Devices

Action: Always log out of social media accounts when using public or shared
devices.

Example: When using a public computer at a library or cafe, ensure you log out of
your accounts before leaving.

Why: Failing to log out can allow others to access your personal information and take
control of your accounts.

7. Update Software Regularly

Action: Keep your device, apps, and social media platforms updated to protect
against security vulnerabilities.

Example: Enable automatic updates for your smartphone and apps like Instagram,
Facebook, or LinkedIn to ensure you're using the latest, most secure versions.
Why: Cyber attackers often exploit outdated software to gain access to systems.
Regular updates patch security vulnerabilities and keep your devices protected.

Conclusion: By adhering to these security practices, you can significantly reduce the risk of
hacking and safeguard your personal information on social media. Always stay vigilant and
proactive in securing your digital presence.
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